Running head: WATER UTILITY BIOMETRIC ACCESS CONTROL SYSTEM                           1

WATER UTILITY BIOMETRIC ACCESS CONTROL SYSTEM                                               3







Water Utility Biometric Access Control System
[Name]
[Institution of Affiliation]
[Course]
[Date]






Water Utility Biometric Access Control System
Introduction
	Based on the information obtained from the American Water Works Association (AWWA) the aftermath of the 9/11 terrorist attack led to increased security concerns in institutions such as the water supply community in the US (AWWA, 2005). The United States government through the Congress opted to adopt the Bioterrorism Act in 2002. The Act focused on three major concerns linked to drinking water including Public Health Security, Bioterrorism Preparedness as well as the Response Act. This is because water utility increases its vulnerability to disturbance as well as contamination through malicious acts of terrorism. The implication is that the security of water utilities across the globe, especially in the US, has become a primary concern of the federal government as well as the decision-makers in the sector. Thus, the water utilities in the modern times have experienced pressure compelling them to ensure that the various modes of accessing their facilities are secured.
 Some of the vulnerable sectors regarding water utility encompass the water sources, treatment plants, storage as well as transportation systems, distribution channels, cyber communication as well as control systems. The implementation process of a water utility biometric access control system requires the decision-makers to begin by identifying as well as examining several areas where there is a possibility of vulnerability. Such a move necessitates an in-depth research to be conducted by personnel who have expertise regarding the biometric control access system (Krutz, 2005). Successful implementations should incorporate proper planning as well as ascertaining that the technology is fully applied. The process of implementing a biometric access control system entails an analysis of all the technologies that would be applied together with the testing process to ascertain its effectiveness. The paper covers an overview regarding the technical method for the implementation of water utility biometrics access control, a comprehensive testing process as well as a summary at the end of the paper. 
Overview of a Technical Approach on the Implementation of Biometric Access Control
[bookmark: _GoBack]	The first step in implementing a biometric access control system would be to consider the best technology and how it is best suited regarding the security need of the water facility. There are numerous biometric technologies which can be applied, but identifying the best technology depends on the intended objectives to be achieved in the implementation process (Hart & Murray, 2010). The security solutions anticipated regarding the water utilities in the US are the ones that will aid in protecting the facilities against any unauthorized access while also allowing such facilities to track the activities of individuals from the moment they set their feet in the facilities to the moment they leave they leave. Such solutions should focus on both the physical as well as the logical access. The implementation of a successful physical, as well as logical biometric access control, requires the application of proven technology. Some of the proven biometric technologies comprise of fingerprint readers, CCTV cameras intended for face recognition, eye scanners, and hand geometry readers among many other technologies. 
Several other technologies such as the use of smart cards that are combined with some biometric traits could be applied to regulate the access to some of the critical locations. For instance, a smart card that contains the fingerprint data of the cardholder could be issued to all workers as well as contractors who need access. At any given point in time that such individuals will want to access the facility, they will be required to insert their respective smart cards in the reader as well as present their fingerprints to allow the system to match the fingerprint data in the smart cards with the fingerprint data which is presented to the reader (Roberts, 2007). Some of the users will be able to use their smart cards to access certain areas where others cannot be granted access. Some special privileges could be granted to specific users to allow effective management of the accessibility issues.
 Other preferred technologies include the use of CCTV cameras that can be positioned at the entries to the facilities to allow face recognition regarding identification as well as tracking the movement of the people accessing the facility. The focus of a biometric access control technology has to consider the aspect of storing as well as protecting data. The implication is that the database systems, as well as repositories, would play a significant role regarding the implementation of a biometric access control system. For the water utility system to be secure, it must incorporate an effective database system. Thus, the database storage will have to be secured and access should only be granted to the qualified personnel (Krutz, 2005). This shows that in the enhancement of privacy, the noninvasive aspect regarding technology has to be considered since it is one of the challenges encountered by decision-makers when implementing the biometric control access system. The preferred technology should guarantee data integrity, confidentiality as well as availability. In essence, there should be maximum respect and protection of the biometric information obtained from the users. 
Detailed Testing Procedure
	When the implementation process has been completed, the system has to be tested to establish the areas where potential errors may have been made. The testing procedure regarding a biometric control access system must incorporate intensified human interaction in most of the areas. The accomplishment of an efficient testing procedure requires the professionals to make use of the water utility workers as voluntary subjects (Hart & Murray, 2010). When conducting the testing procedure, the administrators should collect biometric information provided by the subjects including fingerprints, facial images as well as their hand geometry pictures. 
The administrators should apply the available technology in the market to capture as well as store such information in a database template. The biometric data that has been stored will be applied in identity verification as well as authentication. For instance, for purposes of testing the system, the volunteering employees will use their biometric information to gain access to the water facility rather than applying their old access approaches. After accomplishing such a step, the analysis of the outcomes is conducted followed by making the necessary changes that would be apt in improving the system (Mays, 2004). Finally, after the accomplishment of the testing process, the system administrator decides whether the access control system is ready for use regarding the water utility. The testing process must consider the privacy concerns and address them in the right way. 
Summary
	The terrorist attack on 9/11 caused institutions in the US to upgrade their security measures. Thus, the access control measures have to be subjected to detailed scrutiny since every institution wishes to have a secure as well as an efficient system. The major aspects that must be considered when implementing a biometric access control system include the physical access as well as the logical access. There is a plethora of technology which can be applied to biometric access control systems (Ward & Smith, 2002). It is necessary to conduct a detailed testing process after the identification and implementation of the access control technology to increase its efficiency, establish and fix potential errors. The detailed testing procedure is a significant step since it proves the short-term as well as long-term efficiency regarding the biometric access control system. 
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